\BATTI: RIES [UNDERS34:1>

The analysis of an arced wire presents the proverbial question of which
came first: the chicken or the egg. In recent years, numerous claims
have been made in regards to Lithium-ion (Li-Ion) batteries regarding
their propensity to start fires. Regrettably, determining whether a Li-lon
battery failed and caused a fire or simply is a fire victim is a very difficult
task and many times impossible.

This article outlines the construction and safety protections of Li-Ion
packs and cells as well as chemistry, manufacture, and forensic analysis.
The difficulty of determining fire cause vs. fire victim is alse discussed.
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Li-lon cells also present some challenges to the design engineer. The
batteries do not fare weil when overcharged or over discharged, thus
they have to be charged in a safe fashlon. Contrary o other chemistries,
they are not aqueous ceils, and oxygen is available within the cell as
well as fuel - tor, active ial, electroiyte, and electrodes.
Therefore, sufficient heat can ignite the interior of the caii. A pressurized
cell with internal combustion can have explosive resuits. For this reason,
Li-lon battery packs contain multiple safety mechanisms to reduce the
risk of faiiure, which wil be discussed in detail iater. There are other
posslbiiities for battery pack failures; however, the most common in my
experience Is a fault within a ceil. The discussion will be primarily limited
to ceii intemal fautts in this article.

Determining cause of the fauit Is the real issue In post fire forensic
analysis. That is, determining if the cell experienced an intemal fauit
that resulted in fire or if fire caused the fauit. An Internal fault is caused
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Pack triclasure

by a short between electrodes. The insulating film between
electrodes melts at low temperatures refative to fire.
During almost any fire this film can easily be breeched by
environmental heat allowing the electrodes to short. This
results in the same pressurized exothermic event as an
internal celi fauit.

BATTERY PACK CONSTRUCTION

Before further discussion, the reader should clearly
understand what a LI-lon battery pack is compared to a
Li-ion battery cell. The battery pack is generally an
enciosure contatning muitiple battery cells, connection
straps and/or conductors, the battery management unit
{BMU), monitoring devices such as thermistors, and a
connector that connects the battery electrically with its

host device. The term “battery” is often referring to the pack
while other times referring to a ceil, which can obviously

be confusing. The terms “pack” or “cell” wili be used so

the reader Is clear to which is being referred. The reader
shouid aiso understand that battery packs and ceils vary in
chemistry and construction; therefore, they are discussed in
general terms. The battery packs and celis discussed in this
document are those produced by reputable manufacturers
used in reputable products uniess otherwise stated. Lastly,
this discussion will limit its scope to “smart batteries”, which
are those packs with inteliigence onboard the pack.

Connecior

Figure 1 - Li-ion 18650 Battery Pack
Shown Disassembled

The BMU [s a printed circuit board within the pack
enclosure that controis all aspects of the battery pack
including when it is charged. For example, a battery pack
is Inserted into the host device, the BMU requests charge
current from the host device and ceasas charge current
when It senses fuli charge. The host device cannot charge
the pack without the BMU aliowing charge. Furthermore,
the BMU tracks the charge state of the battery pack. if the
battery pack is depieted {0 a 10% charge level, and a fuil
100% charged pack is Inserted into the host device, the
original pack will internally store its data so that it is aware
that it is at the 10% charge level.

The data is not stored on the host device, per se. if the
battery pack is overcharged, the issue iles within the BMU,
not the host device, Via its safety controiler chip, the BMU
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also continuously monitors voltags, current, charge, and
temperature. Whiie Li-fon batteries offer many advantages
for consumer products, they are also more susceptibie

to overcharge, over discharge, mechanical damage,

and heat. Shouid an internal fault occur, they are more
susceptible to highly energetic reactions. Reputable battery
manufacturers have designed and implemented multiple
safety mechanisms to prevent each of these from occurring.

The safety mechanisms that protect against charge and
temperature issues begin with BMU components — safety
controiier chip, charge and discharge FETs, and fuse.

The safety controiler chip monitors the voitage, current,
charge, and temperature of each ceii. if over current or
high temperatures are detected, the charge FET is turned
off. it overcharge Is detected, the charge FET is turned off
and the fuse is blown as necessary. Charge and discharge
FETs can be turned on and off. if the fuse Is blown, the
battery |s permanently disabied.

CELL CONSTRUCTION

Currently, the most common Li-lon celis used for portable
devices are cylindrical 18650 ceils, prismatic cells, or
lithlum polymer ceiis (Li-Po). The construction of cylindricai
and prismatic cells is essentiaily the same; however, the
prismatic cell Is physically different as it has a sllmmer
profiie and rectangular shape. Construction of both Is
shown In figure 2 beiow.

Figure 2 -

Cail Construction®
This figure
appears courtesy
of Voelcker

and originally
appeared in

the September/
October 2010
issue of Green
Manufacturer
magazine.
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CBattenes Under Fire

Figures 3 and 4 show the cylindrical celi also known as an
18650 cell dus to its dimensions, diameter (18 mm) and
length (65 mm).
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Figure 3 - Length of 18650 Cell

Figure 4 - Diameter of 18650 Ceii

Figure 5 shows an oblique X-ray vlew of an 18650 ceil,
which shows the negative can. The can is the steel
enclosure of the cell. The figure also shows the positive
cap, generali position of the windings (eiectrodes), vent
tube, and negative electrode spot welded to the bottom
Interior of the can.

Figure 5 - X-ray of 18650 Ceii

The 18650 calf body is typically a nickei coated steel can
with a cimp near the top (figures 3-4). Above this crimp are
the cell's safety devices topped with a positive cap. The cap
is separated by a gasket from the remainder of the negative
can. Below the crimp are copper and aluminum roiled
sheets known as the electrodes. Each electrode has a iead,
one is spot welded to the positive cap whiie the negative is
spot welded to the bottom interior of the can as shown in
figure 5. The electrodes are separated by an Insulating fllm
known as the separator. The separator is a micro porous
thin film, which is typically a polyethylene or poiypropylene
flim. Polysthylene film meits at approximately 135°C3 whiie
polypropylene melts at approximately 165°C3. The film is
generally about 20pum thick but tends to get thinner as ceils
progress — the thinner the separator, the higher the capacity
of the cell. Currently, some separators may be as thin as
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16um. The separator is roiled between the eiectrodes
over their width and length to separate them over their
entire area. Al three sheets are rolied and inserted into
the can prior to the crimp. Naturally a roll creates a void at
its center. Many times a vent tube Is used in this vold. The
purpose of this tube is to direct pressure toward the vent/
CiD shouid an overpressure condition occur. This tube can
also be seen in figure 5.

Whiie the battery pack has safety mechanisms to prevent
battery faiiures, each ceii is aiso equipped with its own
safety mechanisms. The ceiis’ safety mechanisms react to
temperature and pressure. The PTC (Positive Temperature
Coefficient), also known as a Polyswitch, Is a ring shaped
device above the crimp In the ceil. PTCs are used In
muitipie appiications as by their nature they increase in
electrical resistance when their temperature is raised. in
a Li-ion cell the PTC limits charge current as temperature
Increases. If high enough temperatures are achieved, the
PTC wili increase resistance to a point where no charge
current is aiiowed to the ceii.

The separator acts as a safety mechanism because as
temperature approaches the melting point of the separator,
pores collapse. As pores coliapse, impedance increases;
slowing and ultimately ceasing ion flow between electrodes.
This restricts current flow.

The two safety mechanisms that react to pressure are

the CID (Current interrupt Device) and the vent. These
devices are aiso iocated above the crimp of each celf and
are essentialiy one in the same mechanism. if a celi shouid
experience excessive pressure, this mechanism deforms
such that it removes the positive lead and cuts off charge
current to the ceii. This is the CiD portion of the mechanism.
If the overpressure condition does not dissipate, this
mechanism further deforms and opens to aliow pressure to
escape the cell. This portion of the mechanism is referred to
as the vent. Excessive prassure in a cell or cells can resuit
from overcharge, internai ceii short, or environmentai heat.
CiD deformation or the vent opening alone without flaming
combustion is a safe fallure.

The 18650 ceil has been used wideiy within the laptop
computer Industry as welil as other portable device
industries. However, as manufacturers turn to thinner profiie
products, lithtum polymer s increasingiy the csii of chaice.
Li-Po cells can be manutactured to any shape or size and
are enclosed in a poiymer coated aluminum pouch. Due to
the protective limitatlons of the pouch, these ceiis rely upon
mechanicai protection from the enciosure of the device

in which they are utilized. Contrary to the steel cans for
18650 and prismatic ceiis, Li-Po pouch seals are defeated
at relatively iow temperatures and pressures, eiiminating
the need for a vent mechanism. Eiectrodes are stacked
with separators cut to size and placed between electrodes.
Leads protrude from each celi making connection as
necessary at the BMU or simiiar. Eiectroiyte of LI-Po cells
can vary, but gei eiectroiyte is common.
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CELL CHEMISTRY

As previously described the eiectrodes are copper and
aluminum foiis Insuiated from one another by a separator.
The aluminum electrode is coated its fength and width
with a powdered metal oxlde referred to as the active
material. Active materiai can vary, but lithium cobait
oxide (LICoO2) Is common. The copper eiectrode is
coated with a powered carbon material, which in many
cases Is graphite. Eiectrolyte Is the medium in which
lithium ions are transported during electrochemicai
reactions within the ceii. In Li-ion ceils, typically the
electrolyte |s fithium hexafiuorophosphate (LiPF6)
dissotved in an organic solvent.

During charging, iithium ions migrate from cathode

(Ai electrode) through the separator to the anode

Cu electrode). The reverse is true during discharge, which
is when the host device is being powered by the battery.
Figure 6 provides a visuai example of this action.

Figure 6 — Li-ion Discharge lllustration

It shouid be noted that only lithium lons migrate during
charge and discharge. if the quantity of iithium ions
reaching the anode surpasses the anode’s capacity,
metallic iithium is deposited on the anode surface. This
occurrence is due to overcharge, which can result in
piating and/or dendritic growth and ultimately shorting
between eiectrodes. Over discharge of a ceii can begin
dissolving the copper electrode and result in copper
plating and dendritic growth as weli.

LITHIUM ION CELL MANUFACTURING

Li-ion battery celis are a machined product - steel can,
copper and aiuminum electrades, electrode ieads, spot
weids, and the iike. As with any machined metai, there
exists a possibiiity for unwanted byproducts to deveiop,
particularly as machine parts wear. if said machine parts
wear and are not monitored and/or replaced in a timely
manner to maintain sharp edges, etc., the probabiiity for
unwanted byproducts increases. Unwanted byproducts
with regard to machining metals would be burrs,

metal particles, weid spatter and the iike. The battery
manufacturing process has opportunities to induce such

continued on page 16
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byproducts, which is why a soild quaiity controi system is
vital to the Li-ion battery manufacturer.

* Anocther issue celi manufacturers face Is precislon and
consistency during the manufacturing process. A few
examples where this is key foilow.

* Eiectrode windings must match edge to edge
» Electrode leads must be free from deformation
such as kinks

» Electrode ieads must meet specified length toierance

* Eiectrode coatings must maintain consistent thickness
Manufactured celis are subjected to testing in an effort
to ensure safety of Li-ion batteries. UL1642 is the
Underwriter's Laboratory standard for lithium batteries,

remain expensive reiatively speaking. Enter the aftermarket
Li-lon battery industry. To be clear, the author defines
aftermarket batteries as packs assembled by parties other
than battery manufacturers contractually supplying packs
to their manufacturer customer (OEM — Original Equipment
Manufacturer). in other words, generally speaking most of
those battery packs that have a generic brand as oppossd
to a brand name that most peopie recognize.

Aftermarket battery packs that are engineered with safety
mechanisms and meet the same safety standards as ODM
(Originai Deslgn Manufacturer) packs do exist. However,
there is aftermarket packs that are produced with iittle to no
engineering invoived as they are basically just assembied
from parts. To avoid confuslon, these packs willi be referred
toas bled aftermarket packs. it should be noted that

and UL 2054 Is the standard for househoid and ¢ cia
batteries. Both address construction, performance, and
testing. Manufacturers must meet such requirements to
obtain the UL safety agency mark.

AFTERMARKET AND COUNTERFEIT PACKS

The Li-ion battery market has become a $15 biilion industry
as of 2011 and Is projected to grow to $37 biilion by

20154. With such growth fire investigators wiil also likely
see growth In cases where they coliect Li-ion batteries as
evidence. With such demand, Li-ion batteries wili likely

assembied aftermarket packs may contain brand name
cells as there are few Li-ion cell manufacturers in the worid.

Assembied aftermarket packs have a market because they
are cheaper than engineered battery packs. To achieve a
significant price difference, assembled aftermarket pack
producers often cut costs to compete. The issue is that
many products have become commodities. As such, turning
a profit has become more difflcuit, and a cost cutting

war has ensued. To compete and maintain the abiiity to
offer packs at significantly cheaper prices, assembled
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aftermarket battery pack producers may cut costs further
by a variety of means such as using cheaper components
or bypassing testing and compilance with safety standards.
This is evident in evaluating assembied aftermarket packs
as many do not carry safety agency mark(s). An uncertified
pack may have Insufficient components for proper safety
control. if a pack were assembled with iittie to no safety
protection, the pack couid reguiarly be exposed to
overcharge and/or over discharge conditions.

Counterfeit packs are packs asssmbled by parties other
than those contracted to OEMs, but they actuaily use the
OEMs brand name without permission. Some counterfeits
are very good as to how they visually compare to the brand
logo and safety labels. Simiiar to assembied aftermarket
packs these packs may be insufficient regarding safety
mechanisms.

In examining celis or a pack after a fire, it may be

very difficult to determine if the pack is a brand name
manufacturer or an aftermarket. The manufacturer of the
host device or a battery expert may be abie to assist in
making this identification, even if very littie remains of the
pack or celis.

BATTERY INTERNAL CELL SHORT

Conslder a two conductor iine cord to any appliance. The
cord wili have a hot conductor and a neutral conductor.
Each conductor wlll be Insulated such that the two
conductors cannot make contact with one another since
they are at different potentiais when energized. if they were
to make contact with one another a short wouid occur,
producing heat. The short would result in arcing and wouid
likely be interrupted by a circuit breaker or fuse within the
structure to cease the event.

As already noted a battery contains two conductors,
however, they are referred to as the positive and negative
electrodes or cathode and anode Instead of hot and
neutrai. instead of being coated with insulation, they are
protscted from one another by the separator. if the cathode
and anode were to make contact, it would aiso result In a
short producing heat. Celis may have a soft short or a hard
short. in fire investigation we are more interested in hard
shorts, so soft shorts wiii be left for another day. A hard
short is iow Impedance and quick discharge of the celi,
thus thermai runaway is more ilkely. Oxygen and fuei are
also present within the ceil; therefore everything neaded for
fiame is contained within the cell. Pressure s proportional
to temperature, so as temperature rises so does the
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pressure within the ceii. This pressure will activate the vent
mechanism and flaming combustion pes the cell.

In both discusslons regarding the line cord and the battery
celi, a short has occurred between conductors of potential
difference. The question everyone wants to know is, what
Is the cause of the short? in the case of the fine cord,
another way to ask the same question Is, what is the cause
of the arc bead? The arc bead was caused by a breech

in insulation that ailowed the conductors to make contact
and resuit in the arc. This breech in insuiation couid have
been caused by mechanicai means where arcing resuits
and causes fire, or heat from a fire already In progress
couid have caused the arcing. Regardless, when arcing
occurs the temperatures are so high that they consume
almost everything In that smaii iocaiized area. Making any
determination regarding the arc as a fire cause or fire victim
is very difficult if not impossible to determine based solely
on the arc.

The same scenario holds true for Li-lon batteries. if a short
occurs within the cell, many times the cause of the short is
consumed or ejected from the celi. Typicaily the aiuminum
eiectrode is consumed and the copper is heat damaged
or expelled from the caii. A Li-ion ceil exposed to heat wiii
aiso short when the separator meits. Therefore, thermai
runaway In a battery cell wiil aiso occur due to external
heat. Thermal runaway due to a short between electrodes
is exactly the same whether the battery faiied internaliy or
is merely a victim of the fire. Much like the arc bead, ceii(s)
that have experienced thermal runaway may not provide
the answer to the chicken or the egg. The investigator
must evaluate the evidence as a whole to make any
determination regarding the cause of fire.

INVESTIGATIONS

It a Li-lon battery is iocated in the origin area, it shouid
obviously be taken as evidence since it is a potential
ignition source. Howevar, what many Investigators miss Is
that many times the Li-lon ceii(s) has reacted so violentty
that it shot across the room, so the celi(s) may be in an
area away from the origin. At the fire scene be sure that

ail of the pieces of the battery pack are obtained. This

may mean deiayering an entire room to find those pleces
of evidence possibly hurled away from the origin. it would
heip the investigator to know the quantity of cells within the
suspect pack, but this wiil iikely require the Investigator to
do some r h and possibly eniist the assi of the
OEM to determine. Please keep in mind that the number of
cells per pack can vary even within the same product.

Once all of the evidence that can be assoclated with

microscope with montage capabiiities, SEM/EDX (or SEM/
EDS), and a CT {Computerized Tomography) scanner.

A battery pack and cell analysis is iike any other evidence

iysis in that all p ial nondestructive lysis should
be considered prior to any destructive analysls. First, we
want to note observations regarding the ceils as pulled
from the scene, some of these observations might be
the foiiowing.

* Celi iengths

* Coll dlameters (measure multipie points)

» Celi voltages

¢ Cell waights

* Vented cells

* Ruptured ceils

¢ Ceil Impedances

Wae also want to use nondestructive tools that aliow further
analysls of the cell or cells — X-ray and CT scans. X-rays

of damaged ceiis ailow visibility of the overall damage
and/or identification of obvious defects. For exampie, the
investigator may be able to determine if the BMU is Intact,
which celis vented, and determine the generai condition of
the windings. Depending on the ity of the d ge, the
investigator shouid be abie to view the extent of damage to
the ceii interior.

Attempting to determine if an internai celi fault has
occurred, one wouid need to use a CT scanner or
disassembie the cell. The former is nondestructive and
many times can the need to di: le the
celi, but it is aiso more costiy. if a CT scanner is to be
used, one should expect a cost of about $300 per hour
or more, with one cell taking 1.5 - 2 hours to compiete
for newer CT sc Qider CT s may take
4-5 hours or even upwards of 18 hours to compiete the
scan and reconstruction. Depending on analysis needed
it Is sometimes possible to scan more than one ceii ata
time, but the tradeoff is ioss of resciution. As resolution
decreases, particies on the order of microns wiil iikely go
unseen in the resuits.

To describe the CT scanner in layman's terms, the scanner
is essentlally an X-ray that aliows the viewer to see through
an object a siice at a time. in performing a CT scan of a
typicai 18650 cell, the scan can begin at the top {positive
cap end) and move down the iength of the cell. As one
views the CT scan results one slice at a time the entire

celi interior can be examined. The cause of a short may be
identified with such analysis. The CT discussion thus far
only concerns one dimension, the Y axis If the ceii is stood
on one end. CT scanning aiso offers three dimensional

the battery is found, further Ination is r y to

ing where the X and Z axis can also be scanned.

attempt to identify whether there is a iikely cause for faiiure
internal to a ceii or not. The tools generally needed for
proper anaiysls are a reai time X-ray, digital stereo
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This means all areas of the ceii can be viewed from
muitiple angies and aliows the investigator to see the entire
structure in any direction. Exampies of CT scans of an
18650 ceii can be seen in figures 7-9.
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Figure 7 - CT of 18650 Ceii Along X axis

Figure 7 is a view of a vented ceii at about the haifway point
on the X-axis. in other words, if one were to cut the ceii
down its iength in haif, this image would be viewed. The
images in figures 8 and 9 below are taken on the same cel
down the Y axis. Figure 8 shows the windings near the top
of the ceii while figure 9 shows slices near the bottom.

Figure 8 - CT of Cell Y Axis Upper Portion of Ceii

if the examination needs to proceed further, destructive
analysis wiil need to be performed once all non-destructive
analysls Is complete. if a CT scanner is not avaiiabie or not
feasibie, the cell may be disassembied. The reader shouid
note that disassembiy of a Li-lon cell can be dangerous.

if one has never disassembled a Li-lon ceii, the author
strongly advises utiiizing a Li-ion battery expert to perform
the disassembty. Once the cell(s) Is open, the interior of

contined on page 20
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the ceii shouid be examined carefuily for causes of a short,
i.e. defects or contaminants. Then the siectrodes can be
removed, unroiied, and examined for the same.

Figure 9 - CT of Ceil Y Axis Lower Portion of Celi

if a contaminant is identified as the cause of a short, the
contaminant may be extracted at this point and analyzed
turther. Prior to extraction we need to microscopicaily
document the contaminant. Because the battery is a
three dimensionai object, and thus has depth, a typicai
microscopic image wiil only show the area focused on
whiie the damaged area behind or in front wiil be out of
focus. Thus a digitai microscope with montage capabilities
is preferabie. This function ailows the microscope to take
muitipie microscopic photos at varying focal distances
and merge them into one photo such that aii items within
the photo are in focus. This aliows the investigator to
photographically document the contaminant in situ such
that the photograph wili accurately refiect the contaminant's
iocation in reference to other points within the ceii.

Figure 10 - Contaminant Found During Celi Disassembiy

Figure 10 shows a contaminant that has penetrated the
separator. However, we need to identify the contaminant to
determine If it is conductive and its likely origin.
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Figure 11 - Cioser View of Contaminant

A SEM or Scanning Eiectron Microscope is another tooi
we use in Li-ion battery analysis as weli as many other
investigations. We use the SEM/EDX to Identify and
document particles and their makeup. For exampie, if we
find a contaminant within a celi, we can document this
particie with the SEM and determine the metai or metals
that make up this particle. Figure 12 Is a sampie resuit of
SEM/EDX anaiysis that found a particle to be iron.
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Figure 12 — SEM/EDX Results of Iron Particle
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FUELS IGNITED

The primary and secondary fueis ignited are items every
investigator shouid identify to determine flre cause. If a Li-
ion ceil fault occurs and we can make this determination
to a reasonabie certainty, then we have an ignition
source. A cause and an ignition source are not one in the
same. A cause is an ignition source, primary fuei ignited,
and secondary fuel ignited. So once we have estabilshed
a likely ignition source, the responsible investigator wiil
determine the primary and secondary fueis ignited.

Temperatures of a failed celi can cause ignition of
nearby combustibies. Such temperatures exist for a short
duration. if a ceil shouid fail exothermicaliy, there is a
chance that the heat generated by the faiied celi will meit
the separator in one or more adjacent celis. There may
be a chain reaction where this occurs in each celi untii aii
celis have exothermicaily reacted. Each event may reach
high temperatures but each being short fived. if the event
has multipie short duration events, even this ievel of heat
may not be sufficient to Ignite nearby combustibles. For
exampie, the enclosures of many electronics products
from reputable manufacturers have piastic enclosures
with tlammability rating of V-1 or better. These plastics
typicaily meit at relatively iow p ires. Whiie V-1 or
better plast cs wiil burn, they will not seif-sustain a flame
without an external flame source.

By definition, a V-1 rated plastic must seif-extinguish
within 30 seconds (V-0 within 10 seconds) of removai of
flame and cannot drip flaming particiesS. Since a piastic
rated at V-1 or better requires some duration of heat
and/or flame to maintain combustion, heat produced by
a failed battery may not last iong enough to ignite this
piastic such that combustion continues. If the plastics
with such a iow meiting point meit away from the heat
rather than combust, the expiosive pressure from a celi
may force the celi from the pack where flame may contact
tueis outside the product’s enclosure. These fueis may
be more iikely to combust than the enciosure. If this

is the secondary fuel Ignited, it may seemingiy piace
the origin of the fire a few inches to severai feet away
from the battery pack. Not only can a fallure be difficuit
to determine, It may make the orlgin more difficult to
determine.

SUMMATION

Lithium based batteries provide the energy required

of today's portabie products; thus they have become a
necessity powering our world. Recognizing the potentiai
volatility of these celis, safety protections have been
designed and impiemented to prevent faiiure. While
battery faiiures are uncommon, they are not Impassibie.
For the fire investigator or engineer to determine chicken
or egg, internal short or fire attack, is as difficult as the
expression is oid. Retalning the proper expert for battery
analysis and using the proper equipment is criticai to the

success of the investigation.
continued on page 22
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